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SECNAV | NSTRUCTI ON 5239. 3B

From Secretary of the Navy

Subj: DEPARTMENT OF THE NAVY | NFORMATI ON ASSURANCE PCLI CY

Ref : (a) Federal Information Security Managenment Act of 2002,
Title I'll of E-Governnent Act of 2002, Public Law
107- 347 (codified in section 40 of title 44, United
St at es Code)

(b) SECNAVI NST 5430. 7P, Assi gnnent of Responsibilities
and Authorities in the Ofice of the Secretary of the
Navy, of 26 Jun 08

(c) Commttee on National Security Systens (CNSS)

I nstruction 4009, National Information Systens
Security dossary, revised Jun 06

(d) Joint Publication 1-02, Departnent of Defense
Dictionary of Mlitary and Associated Terns, 12 Apr
01, anmended 30 May 08

(e) DoD Directive 8500.01E, Information Assurance, of
24 Cct 02

(f) DoD Instruction 8500.2, Information Assurance
| mpl enent ati on, of 6 Feb 03

(g) through (ddd), see enclosure (1)

Encl: (1) References (continued)
(2) Reference Location Table
(3) Definitions
(4) Acronyns

1. Pur pose

a. Establish Information Assurance (1A policy for the
Department of the Navy (DON) consistent with national and
Depart ment of Defense (DoD) policies.

b. Designate the DON Chief Information Oficer (DON CIO as
the DON official assigned responsibility and del egated
authority, in accordance with references (a) and (b), in order
to ensure the requirenents contained in these references are
carried out wwthin the Departnent of the Navy.
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c. Assign responsibilities in the Departnment of the Navy
for devel opi ng, inplenenting, managi ng, and evaluating DON | A
prograns, policies, procedures, and controls per reference (b).

2. Cancellation. SECNAVI NST 5239. 3A.

3. References, Definitions, and Acronyns. Location of
references is as indicated in enclosure (2). Definitions used
inthis instruction are provided in references (c) through (f),
and are expanded upon in enclosure (3). Acronyns are provided
in enclosure (4).

4. (Objectives. To establish an I A nethodology within the
Departnent of the Navy that utilizes policies for people,
processes, strategy, and technol ogy, consistent with the Federal
| nformati on Security Managenent Act (FI SMA) and conprehensive
DoD-wi de approaches defined in national and DoD policy for
protecting Information Technology (IT) and information. This
DON | A policy shall

a. Provide guidance on inplenenting | A protections
commensurate with the risk and nmagni tude of the harmresulting
from unaut hori zed access to, use, disclosure, disruption,
nodi fi cation, or destruction of:

(1) Information collected or naintained by or on behal f
of the Departnent of the Navy; and

(2) Information systens and networks used or operated by
t he Departnent of the Navy, DON contractors processi ng DON
i nformation, or other organi zati ons on behal f of the Departnment
of the Navy.

b. Establish an integrated Departnent-w de approach to
protect the availability, integrity, authentication,
confidentiality, and non-repudi ati on of DON i nformation,

i nformation systens, and networks, including the ability to
detect and react to attacks and intrusions, mtigate the effects
of incidents, help restore services, and perform post-incident
anal ysi s;

c. Link the concept of Conputer Network Defense (CND) with
the precepts of 1A



SECNAVI NST 5239. 3B
17 June 2009

d. Establish standards for identifying, training, and
certifying personnel performng |A functions, including mlitary
and governnent enpl oyees, and contractor personnel, regardl ess
of job series or mlitary specialty;

e. Require that all authorized users of DON information
systens and networks receive initial | A awareness orientation
and conpl ete annual | A awareness refresher training;

f. Incorporate IACND as a critical conmponent of the IT
life cycle managenent process;

g. Require registration of all DON information systens or
networks that neet the qualification for registration in the DoD
| T Portfolio Repository (DITPR). Registration in DITPR is
acconplished by registration in the DON variant of DI TPR, known
as DI TPR- DON, per references (g) and (h) and periodic D TPR- DON
gui dance i ssued by the DON Cl O

h. Require that all IT under DON authority that require
Certification and Accreditation (C&A) are certified and
accredited in accordance with reference (e);

i . Ensure coordination at all levels with the Assistant
Secretary of the Navy for Research, Devel opnent and Acquisition
(ASN(RD&A) ), in order to support the | A needs of the Departnent
of the Navy through appropriate technol ogy research,
devel opnent, and acquisition efforts;

j . Evaluate DON I A policies and procedures annually;

k. Require that DON I T prograns docunent security costs;

| . Ensure the use of managed risk analysis in bal ancing
threats against DON IT and data criticality in order to identify

and i npl enent practical risk reduction solutions;

m  Ensure a conprehensive conputer network incident
response and reporting process; and

n. Ensure conpliance with DoD vulnerability notification
and corrective action process.
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5. Scope

a. This instruction applies to all DON owned or controlled
information systens as defined in reference (e), Title 40 of the
United States Code, and the Cinger-Cohen Act, operated by a
contractor or other entity on behalf of the Departnent of the
Navy, that receive, process, store, display, or transmt DoD or
DON i nformation, regardl ess of Mssion Assurance Category (MAC),
classification, or sensitivity, except as noted bel ow

b. The policy and requirements of the Departnment of Defense
and the Federal Governnent take precedence over any conflicting
requi renents of this instruction. Inplenenting authorities
shoul d identify conflicting policy to the DON Cl O for
resol ution.

c. Nothing in this policy shall alter or supersede the
existing authorities and policies of the Director of Nava
Intelligence regarding the protection of sensitive conpartnented
i nformati on and special access prograns for intelligence that
fall under the purview of reference (i).

6. Background

a. |A as defined in reference (e), includes neasures that
protect and defend information and information systens by
ensuring their availability, integrity, authentication,
confidentiality, and non-repudiation. This includes providing
for restoration of information systens by incorporating
protection, detection, and reaction capabilities.

b. A quality I A programentails having sound infornmation
system security and configurati on managenent prograns, per
references (a), (e), and (f). There shall be a neans to protect
information and informati on systens agai nst:

(1) Unauthorized access or nodification, whether in
storage or during processing or transit; and

(2) The denial of service to authorized users, including
t hose neasures necessary to detect, docunent, and counter such
t hreats.
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c. The DON I A strategy is a conbination of defense-in-depth
(multiple layers of defense for an I T systen) and defense-in-
breadth (defense across the life-cycle spectrum. This approach
takes the strategic, enterprise-wi de view, considers the tota
life cycle of DON IT, and integrates people, technol ogy, and
operations to establish variable barriers across nultiple |ayers
and di nensi ons of networks. The strategy provides for a | ayered
defense ai ned at weakening or defeating attack, and that attacks
that must penetrate nmultiple |layers of protection are |ess
likely to be successful. Dispersed protection includes
di stributing protection nmechani sns anong nultiple | ocations,
wi th each conmponent of defense of the asset providing an
appropriate | evel of robustness. Mnagenent of risk is the
objective of 1A in a defense-in-depth/defense-in-breadth
strat egy.

d. As noted in references (e) and (f), CNDis a critica
part of a defense-in-depth strategy, as it includes incident
prevention, detection, and response. CND synchronizes the
technical, operational, and intelligence assessnents of the
nature of a conputer attack to defend agai nst cyber attacks
The Joint Task Force for G obal Network Operations (JTF-GNO,
Navy Cyber Defense Operations Command (NCDOC), Marine Corps
Net wor k Operations and Security Center (MCNOSC), and Naval
Crimnal Investigative Service (NCI'S) provide technical
operational, and intelligence assessnents of conputer network
attacks and vulnerabilities as indicated bel ow

(1) The JTF-GNQ under United States Strategic Command
(USSTRATCOV), is the | ead organi zation for identifying and
mtigating threats to DoD information networks, and directing
the defense of the dobal Information Gid (A Q.

(2) The Navy NCDOC and MCNOSC, as the designated CND
service providers for the Navy and Mari ne Corps, respectively,
report incidents and associ ated anal ytical results to the JTF-
GNO and the respective DON Deputy CIO, who will ensure tinely
reporting of any formally reported incident to the DON Cl O

(3) The NCI'S maintains investigative authority for
crimnal acts or espionage related to conmputer network security
i ncidents, and coordinates information regardi ng such incidents
with the | aw enforcenent counterintelligence conmunity.
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e. Critical to lAis ensuring neasures are in place to
prot ect agai nst unauthorized access to DON i nformation and
informati on systens. Reference (j) requires a common
identification standard to be used when issuing identity
credentials to Federal Governnment enployees and contractors for
accessing federal facilities and information systens. Reference
(k) establishes standards for conplying with reference (j). The
next generation Common Access Card (CAC) is DoD s vehicle for
neeting references (j) and (k) requirenents.

f. Reference (I) provides additional detail ed background
and gui dance for inplenentation of an | A program

7. Policy
a. |A Personnel Training, Certification, and Managenent

(1) The Departnment of the Navy shall conply with
references (m and (n), and shall provide support for
continually inproving DoD I A wor kf orce managenment processes.

(2) Al 1A personnel performng | A functions nust be
properly trained and certified as required by reference (nj.

(3) Commanders, commanding officers, officers in charge,
and directors, hereinafter referred to as “conmanders of DON
organi zations,” shall identify all 1A functions to be perforned
and identify which I A functions require certification to be held
by contractors in their statenments of work and contracts, per
references (m and (n).

(4) Al authorized users of DON i nformation systens nust
conplete DoD | A approved training as a condition of access.
Commanders of DON organi zati ons may add to the standardi zed
baseline training their specific Departnment of the Navy,

Service, and local | A policies and procedures. DoD | A training
includes initial | A awareness orientation and annual |A
awar eness refresher training.

(5) Al TAtraining shall conply with the m ni num
standards published in references (m and (n) as applicable to
specific job roles.
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(6) DON training organi zations shall include appropriate
| A content in professional mlitary education to devel op
| eader ship understanding of the critical inportance of 1A to
successfully execute the DON s m ssion.

(7) A workforce certification and training status shal
be nonitored and reported by the Services to the DON Cl O to neet
DoD reporting requirenents and be included in the annual FI SVA
report. Commanders of DON organi zations shall ensure supporting
records are maintained to include the nethodol ogy and processes
used to identify and track the I A workforce; and use, to the
extent possible, existing databases and tools to satisfy these
| A reporting requirenents.

b. Defense-in-Depth/Defense-in-Breadth. Conmanders of DON
organi zations, shall inplenent a defense-in-depth/ defense-in-
breadth | A strategy to mtigate information security risks
across the entire life cycle of the systemor network. Except
where ot herw se indicated, references (e), (f), and (o) provide
gui dance for establishing and inplenmenting these defensive
measures which shall, at a mninum include the foll ow ng:

(1) Boundary Defense. Commanders of DON organi zations
shal | use boundary protection nmechanisns to |imt unauthorized
access to DON information and information systens and networks.
These nechani snms may include, but are not limted to,

Communi cations Security (COVSEC), routers, firewalls, and

I ntrusion Detection Systens/lntrusion Protection Systens
(IDS/1PS). Personnel using these nechanisnms will have the
ability to inplenent counter-neasures as vulnerabilities occur.
These nechanisns are to detect intrusion attenpts and send early
alerts to security personnel or initiate automatic bl ocki ng when
intrusion attenpts are detected.

(2) Access Control. Commanders of DON organi zations
shall control unauthorized internal and external access to their

i nformati on systens and networks.

(a) Connection. Commanders of DON organi zations
shall obtain formal authorization to interconnect information
systens and networks per references (e), (f), and (p).

(b) Privileged Users. Commanders of DON
organi zations having I T assets shall designate, in witing,
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| nf or mati on Assurance Manager (1AM, I A officers, and al
personnel who perform functions of privil eged access per
reference (f).

(c) Security and Privacy Notices. Comuanders of DON
organi zations shall require all DON information systens and V¢b
sites to display the approved privacy notices per references (Q)
through (s). The DoD warni ng banner is not required on DON
public Wb sites, i.e., Web sites that allow open, unrestricted
access to the public or allow unrestricted access fromthe
Internet. DON public Wb site requirenents are contained in
reference (r).

(d) The Insider Threat. Commanders of DON
organi zations shall plan risk mtigation strategies to counter
the insider threat. Insider security threats (whether
intentional or unintentional) are potentially nore serious than
the external threat because insiders do not have to penetrate
mul ti ple |ayers of defense.

(e) Use of Conmercial Electronic Mail (e-nmail). Per
reference (t), auto-forward of official e-mail to a conmerci al
account or use of a conmercial e-mail account for official
government business is prohibited, except for as provided in
reference (0).

(f) Access by Foreign Nationals and Contractor
Personnel . Commanders of DON organi zations shall control access
to DON i nformati on systens and networks in accordance with
rel evant national and DoD policies and gui dance, including
references (e), (f), and (u) through (aa). Access to DON
i nformation systens and networks shall be based on a
denonstrat ed “need-to-know and granted per references (e) and
(u). Foreign exchange personnel and representatives of foreign
nations, coalitions, or international organizations my be
aut hori zed access to DON i nformati on systens and networ ks
containing classified information or information that coul d be
considered Controlled Unclassified Information (CU ), to include
sensitive information, defined in reference (e), only if al
applicable reference (e) requirenents are net, including the
foll owi ng policies and procedures:

1. Sanitize or reconfigure DON information
systens and networks to prevent unauthorized access to
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classified and CU by foreign nationals. Per reference (v),
access should be regul ated through the use of positive technical
controls such as a Dem litarized Zone (DMZ) and ensuring Wb
sites are properly configured to grant access to only authorized
per sonnel .

2. ldentify foreign nationals and contractors,
per references (f) and (o), in DON e-mail addresses, e-nail
di spl ay nanes, and autonmated signature bl ocks.

(3) Renote Access. Conmanders of DON organi zations
shall control renote access to DON information systens and
net wor ks per references (f), (o), (u), (w, (bb), and (cc).

(a) Governnent-furni shed conputer equipnent,
sof tware, and conmuni cations with appropriate security measures
are the primary and nbost secure neans for renote access, and are
required for any regular and recurring tel ework arrangenent that
i nvolves CU or sensitive information, per reference (dd).

(b) CU, and sensitive information defined in
reference (e), shall be protected as specified in subparagraphs
7b(4) and 7b(10)(b) bel ow.

(c) Al renote connections will be identified,
aut henticated, and | ogged, per reference (0).

(d) Al renote access to DoD information systens and
networks, to include tel ework access, shall be nediated through
a managed access control point, such as a renpte access server
in a DMZ. Renpte access shall use encryption to protect the
confidentiality of the session, per reference (f).

(e) Authentication and confidentiality requirenents
for renote access sessions will be inplenmented using Nationa
Security Agency (NSA)-approved COVSEC and keying material for
classified systens and National Institute of Standards and
Technol ogy (NI ST)-approved COMSEC and DoD Public Key
Infrastructure (PKI) certificates for unclassified systens. The
use of DoD PKI certificates, protected by a hardware token, such
as the CAC, and accessed through the associ ated approved reader

and mddleware, is the primary nmethod for renote client-side
aut henti cati on.
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(f) Al conputers used for renpte access nust have
DoD approved antivirus and firewall protection that includes the
capability for automated updates as per reference (f). The nost
current definitions and updates for these applications nust be
| oaded prior to establishing renpte access sessions.

(g) Publicly accessible conputers (e.g., conputer
| abs, public kiosks, Internet cafes, libraries, norale, welfare
and recreation facilities) shall not be used for renpte access.
Public Wreless Fidelity (WFi ) hotspots (e.g., coffee shops,
hotel WFi, airports) may be utilized as long as requirenents in
subpar agraphs 7b(3)(e) and 7b(3)(f) above are net.

(4) Protection of CU. Comranders of DON organi zations
shall ensure CU is protected in accordance with references (e),
(q), (r), (W, (W, (x), (ee), and (ff). Al DON information
owners shall conduct risk assessnents of CU and identify those
needi ng nore stringent protection for renote access or contained
on portable electronic devices (e.g., |aptops, personal
el ectroni c devices) or renovabl e storage devices (e.g., thunb
drives, conpact discs). Any portable electronic device or
removabl e storage device containing CU renoved from protected
wor kpl aces nmust conformto the procedures outlined in references
(gq), (x), and (dd) through (ff). Exanples of CU may be found
in enclosure (3), Definitions

(5) Protection of Data at Rest (DAR). Per reference
(ee), all unclassified DoD DAR that has not been approved for
public release and is stored on portable electronic devices (to
i nclude | aptop conputers) or renovabl e storage devices shall be
treated as CU and encrypted usi ng DON approved enterprise DAR
products that utilize DoD-approved encryption technol ogy.

(6) Aggregation of Data on Unclassified Networks and
Systens. |In sonme cases, unclassified information may becone
classified if determ ned so by an original classification
authority or if a security classification guide outlines the
specific conpilation relationships. Commanders of DON
organi zati ons nust be alert to the conpilation or aggregation of
uncl assified data in systens and networks that would render the
data sensitive or even classified in the aggregate, in

accordance with reference (x). |If aggregation of data results
in CU or otherwi se sensitive information, the information
shoul d be noved to protected systens. |f the aggregation of

10
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data becones cl assified, the classification authority should be
notified and the data noved to the Secret Internet Protocol
Router Network (SIPRNet) or Joint Worldw de Intelligence

Communi cations System (JWCS), as appropriate, and renoved from
t he uncl assified network or system

(7) Incident Response and Intrusion Detection. The goal
of an IDSIPS is to detect and identify unauthorized use,
m suse, and abuse of conputer assets by both internal network
users and external attackers in “near real tine.” Uilizing the
requi renents of reference (0), the NCDOC and MCNOSC wi | | perform
tinmely incident handling and anal ysis of conputer network
attacks that occur on the DON network.

(a) NCDOC and MCNOSC shall centrally manage and
monitor DON I DS/ I PS systens. This constitutes the DON s
responsibility to audit, detect, isolate, and react to
intrusions, service disruptions, and incidents that threaten the
security of DON operations, and report conputer incidents in
accordance with references (0), (x), and (gg) through (ii).

(b) Commanders of DON organi zations shall work
closely with NCDOC and MCNOSC to provide |ocal nonitoring when
central nonitoring is not feasible and/or to further the
def ense-in-depth and defense-in-breadth strategies of the
Departnent of the Navy. These commanders shall ensure tinely
handl i ng of signature threshold alerts, updates, and audit
records/log files per reference (0).

(c) DON network audit records shall be retained for
1 year per references (f) and (jj), under Standard Subject
| dentification Code (SSIC) 7510.1(b), “Internal Audit”. Unless
ot herwi se superseded by another SSIC, or if directed by |ega
counsel, NCI'S, or higher |evel authority, the audit record may
be hel d beyond its approved record retention schedule for the
purpose of litigation or ongoing investigation.

(8) Malicious Mbile Code/Virus Detection and
Neutralization. To protect DON systens from malicious or
i nproper use of nobile code, conmanders of DON organi zati ons
shal|l assess and mitigate the risks of this technol ogy, per
references (o) and (kk), and:

11
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(a) Ensure that DoD or DON approved anti-virus Host
Intrusion Prevention Systens (H PS), as appropriate, are
installed on all information systens and that these nechani sns
are updated regularly. Anti-virus and H PS policy shall be
configured to performthese updates automatically, reliably, and
through a centrally control |l ed managenent franework, where
feasi bl e.

(b) Report malicious code outbreaks to the
appropriate conbatant commander and to the NCDOC or MCNOSC per
references (0), (gg) and (ii).

(9) Virtual Private Networks (VPNs). VPNs help to
ensure confidentiality and integrity of renote connections. O
t he avail abl e options for renote access, VPNs are the preferred
met hod when usi ng governnent-furni shed or governnent-contracted
equi pnent. Commanders of DON organi zations shall consider
mandati ng the use of VPN to protect and control internal and
external access to their information systens and networks, once
a mssion need for renpte access is established. |If
adm ni strators need access to information systens from outside
t he encl ave, they nust:

(a) Establish a VPN connection using government -
furni shed equi prrent under their user account (wth user
privileges). Al renote access to DON classified systens or
networks shall wutilize NSA-approved COVBEC and keying material.
Commanders of DON organi zati ons shall nmandate the use of VPN
devi ces that have current N ST Federal |nformation Processing
Standard (FIPS) 140-2 validation certification to protect and
control internal and external access to their unclassified
i nformati on systens, once a m ssion need for renote access is
est abl i shed.

(b) Elevate perm ssions to the appropriate level to
conduct adm ni strator tasks once a secure connection is
est abl i shed.

(c) Term nate the connection when adm ni strator
tasks are conplete.

(10) ldentity Managenment. Commanders of DON

organi zations shall wuse i dentity nmanagenent capabilities in
accordance with reference (j) to validate and securely

12
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aut henticate an identity (human, device, or process) requesting
use of a DON IT asset prior to granting access, wth the
exception of weapons systens. Ildentity managenent includes, but
isnot limted to, the use of the CAC, PKI, and bionetric

t echnol ogi es.

(a) CAC Per references (Il1) and (mm), the CAC
shall be the primary identity credential supporting
i nt eroperabl e physical access to DON installations, facilities,
bui | dings, and controll ed spaces, and | ogon access to all
uncl assified DON networks. The Departnent of Defense is
nodi fying the CAC to neet the requirenments of references (j) and

(k).

(b) PKI. Comrmanders of DON organizations shal
enabl e DON i nformati on systens, including networks, e-nail, and
Wb servers, to use PKI certificates issued by the Departnent of
Def ense and approved external PKI certificates, as appropriate,
to support authentication, access control, confidentiality, data
integrity, and non-repudi ation, per references (f), (nn), and
(oo). Per reference (pp), PKI authentication does not elimnate
the need to properly configure nmandatory/di scretionary access
controls on private Wb servers, Wb-based systens and
applications, and Wb portals for naking authorization
deci si ons.

1. Software Certificates. PKlI software
certificates, when inproperly installed, stored, or nmaintained,
may i ntroduce vulnerabilities to DON networks. For this reason,
software certificates are being phased out, and their use should
be avoi ded whenever a PKI hardware token alternative exists.

DoD PKI software based certificates may be used only when deened
m ssi on essential and authorized, in witing, by the DON Deputy
Cl O (Navy or Marine Corps). This does not preclude the use of
software certificates related to the DoD External Certificate
Program device/server software certificates, and software
certificates used for group/role based functions.

2. Digital Signatures. Comranders of DON
organi zations shall ensure e-mail nessages requiring either
nmessage integrity or non-repudiation are digitally signed using
DoD PKI. Al e-mail containing an attachnent or enbedded active
content nust be digitally signed.

13
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3. Encryption. Conmmanders of DON organi zations
shall ensure that CU contained in either e-mail or Wb server
transactions is encrypted using DoD PKI. Exanples of this are
attachnments that contain personal identity or budget
i nformati on.

(c) Bionetrics. Commanders of DON organi zations
shall ensure that all new acquisitions or upgrades of electronic
bi onetric collection systens used by DON conponents conformto
t he DoD standards, per reference (qg). Based on the criticality
and sensitivity of the system bionetrics can be conbined in an
| A def ense-in-depth strategy to provide an additional |ayer of
user aut henticati on.

(11) Internet Security. Commanders of DON organi zations
shal | manage all interconnections of DON information systens,
both internal and external, to mnimze community risk

(a) Physical or technical neans, such as an approved
boundary protection product, PKI, or the integration of systens
into a DoD Non-C assified Internet Protocol Router Network
(NI'PRNet) DMZ, shall be used to protect DON information systens
that all ow open, unrestricted access to the public. A DVZ nay
be used to host all Internet-facing DoD servers and
applications. These are the public servers and applications
that must be accessible fromthe Internet and will provide
separation between the public and private servers by segnenting
the public servers within the controlled environnent of the DoD
DVZ. Establishing DoD DVZs at the |Internet—Nl PRNet boundary and
m grating publicly accessible servers to these DoD DMZs w | |
protect private DoD information fromlnternet access and rigidly
control DoD public information access fromthe Internet while
still enabling information shari ng.

(b) Private servers are the NIPRNet-only servers and
applications that nust not be accessible fromthe Internet.
Access to private servers and applications will be bl ocked such
that access directly fromthe Internet to these servers and
applications will not be possible. Additionally, all DON
private/restricted Web servers shall be issued DoD PKI server
certificates and shall use the certificates for server
aut hentication via the appropriate cryptographic protocol (e.g.,
transport |ayer security protocol) and require client side

14
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aut henti cati on, per reference (00). Possession of a valid PK
certificate does not confirm?®need-to-know,” therefore
addi ti onal access control neasures are required to protect CU

(12) Physical Security. Comranders of DON organi zati ons
shal |l ensure the protection of DON IT resources (e.g.,
installations, personnel, equipnent, electronic nedia,
docunents, etc.) from damage due to malicious activities,
nat ural disasters, loss, theft, or unauthorized physical access.
Ref erences (x) and (y) provide anplifying requirenents and
information related to information security.

(13) Contingency Planning. Comanders of DON
organi zati ons shall devel op, test, and eval uate Conti ngency
Plans (CPs) in accordance with reference (f) to describe the
interimmeasures used to recover and restore I T systens and
service operations follow ng an energency or system di sruption.

(a) System owners nust develop a CP in accordance
with reference (rr) for every information system to be
mai nt ai ned after approval by the programoffice. A CPis
required even if the systemis not operated by the system owner,
e.g., prograns of record and type accredited systens.

(b) CPs nust nane the systemin the plan to match
the nane that is registered in D TPR-DON and the applicable C&A
docunent ati on.

(c) The system user representative, program nanager,
and applicabl e Designated Accrediting Authority (DAA) nust
approve and sign CPs. A separate CP signature page is required
and nust be maintained with the CP

(d) CPs shall be exercised at least annually in
accordance with reference (f). Exercises should be realistic;
however, a desktop exercise can be used in place of an actua
physi cal exercise. Exercise performance nust be docunented,
si gned, and dated, and specifically state what was tested and
the results. Shortfalls shall be docunmented and approved via a
Plan of Action and M| estones (POA&M) . The POA&M shall be
mai ntained to track progress and resolution of identified
shortfalls.
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(14) Information Operations Conditions (I NFOCONs). To
ensure adequate incident response, conmanders of DON
organi zati ons shall devel op, inplenent, and nmanage | NFOCONs as
required in reference (ss). Specific requirenents of | NFOCON
| evel s across the DON shoul d be consistent. Although USSTRATCOM
of JTF-GNO normal |y prescribe I NFOCONs, commanders of DON
organi zati ons have the authority to increase INFOCONs in their
area of responsibility when the circunstances dictate. This
i ncreased security posture is one nore tool available in the
def ense-i n-depth architecture.

(15) Information Assurance Vul nerability Managenent
(T AV . The I AVM process is designed to provide positive
control of the vulnerability notification and corrective action
process in the Departnent of Defense. Conmanders of DON
organi zations shall conmply with the | AVYM process and report
conpliance to the appropriate conbatant commander and the NCDOC
or MCNOSC per references (0), (gg), and (ii). Comranders of DON
organi zati ons nust nonitor that patches depl oyed have been
i npl enent ed and reported.

c. Mssion Assurance Categories (MAC). Per reference (f),
program nmanagers, acting for the Chief of Naval Operations or
t he Commandant of the Marine Corps, shall assign a MAC to each
DON i nformati on systemand enter that data in the FI SMA section
of DITPRDON. The MAC nust be sel ected based on the inportance
of the information in the systemrelative to the achi evenent of
DON goal s and objectives; particularly the warfighter m ssion,
not the cost of I A factors associated with a particular MAC

d. | A Assessnent s

(1) Commanders of DON organi zations shall assess the
ef fectiveness of their defense-in-depth/ defense-in-breadth I A
strategy inplenentations. Program managers shall al so assess
their I A strategy during devel opnent and testing. There are a
wi de variety of prograns and services to evaluate the
vul nerability of IT including: online surveys, self-assessnent
checklists, training assist visits, vulnerability assessnents,
threat nonitoring, and outside audits.

(2) O her DON conponents, e.g., MCNOSC and NCDOC,

conduct vulnerability assessments in accordance with their
pr ocedur es.
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(3) Service and secretariat DAAs shall report to the DON
ClO any critical issues that may inpact DON network security.

e. Certification and Accreditation (C&\) . DON information

systens shall have an assigned DAA and obtain C&A per references
(e), (f), and (tt).

(1) Certification is the conprehensive evaluation of the
techni cal and non-technical security features of an infornmation
system and ot her safeguards to establish the extent that a
particul ar design and inplenentation neets a set of specified
security requirenents. The certification process results in a
ri sk- based analysis of 1A controls for use by the DAA to issue
an accreditation decision.

(2) Accreditation is the formal declaration by the DAA
inwiting or by digital signature, that an information system
is approved to operate in a particular security node using a
prescri bed set of safeguards at an acceptable | evel of risk.
Ful | accreditation with an Authorization to Operate (ATO is
al ways the goal for operational systens. Reference (tt)
describes accreditation types and criteria for issuance.

(3) Reference (tt) provides the requirenents for C&A of
DON systens and networks. In anplification of this reference:

(a) An Interim Authorization to Operate (1ATO
associated with ships and aircraft under construction nay be

renewed only until the unit is comm ssioned, tested, and
accepted for unrestricted operations.

(b) The Departnent of the Navy goal for system
accreditation for systenms requiring C&A is 100 percent either
fully accredited (ATO or with at |east an | ATO acconpani ed by a
POA&M  These goals reflect the requirenents of the President’s
Managenent Agenda.

(4) The Service DAA shall ensure secure operation of all
i nformati on systens and networks in his or her area of
responsibility. The appropriate DAA shall formally authorize a
systemto operate when an acceptable |level of risk has been
achi eved through application of appropriate risk mtigation in
accordance with references () and (tt). DAAs shall accredit
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DON i nformati on systens that neet the requirenents of references
(e), (f), and (tt) per the C&A process, and in coordination with
the DON Senior A Oficer (SIAO per with reference (uu).

(5) POA&Ms. Commanders of DON organi zations and program
managers shall develop IT security POA&Ms to delineate the tasks
and schedul e necessary to successfully resolve identified
security weaknesses. The purpose of the POA&M i s to assist DON
organi zations in identifying, assessing, prioritizing, and
monitoring the progress to resolve identified security
weaknesses in prograns and systens. |IT security POA&s shall be
mai nt ai ned and nanaged i n accordance with references (jj) and
(tt). The respective DAAs are responsible for nonitoring and
tracki ng overall execution of systemlevel IT security POA&Ms,
per reference (tt). The DON Deputy C1Gs will nonitor and track
overal |l execution of systemlevel IT security POA&Vs and report
status of systemlevel IT security POA&Vs on a quarterly basis
to the DON Cl O per reference (tt). POA&W are especially
important for systens for which a capital asset plan and
busi ness case (exhibit 300) is submtted per reference (vv).

f. Annual Reviews and Tests
(1) Al information systens must undergo annua

information security reviews per references (a) and (f).
Corrective action shall be taken to inmedi ately address

shortfalls identified. |f corrective actions cannot be
i medi ately inplenmented, the IT security POA&M wi | | be updat ed
to include future corrections. |If an ATO or | ATO i s awarded

during the year, this suffices for the annual review. However,
i n succeedi ng years, systens nust be reviewed for any changes
that could affect the accreditation. Conpletion of the review
must be noted in the FI SMA section of the D TPR-DON, and fal
within 12 nmonths of the previous conpletion date

(2) The applicable security controls for information
systens requiring C&A and reported for FI SMA purposes nust be
tested at |east annually per reference (f). Conpletion of the
testing nust be noted in the FI SMA section of the DI TPR-DON and
fall within 12 nonths of the previous conpletion date.

g. Acquisition Managenent. Commanders of DON organi zati ons
and program rmanagers shall inplenent a defense-in-depth/defense-
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in-breadth strategy throughout the Iife cycle of the IT asset.
This applies to all DONinformation systens used to enter,
process, store, display, or transmt information.

(1) Per reference (g), a contract to acquire a m ssion-
critical, m ssion-essential, or mssion support |IT asset cannot
be awarded until the asset is registered in the DI TPR DON.
Further, major acquisition prograns require an acquisition |IA
strategy as defined in reference (g).

(2) Per reference (w, commanders of DON organi zations
and program nmanagers, in coordination with ASN(RD&A), shal
identify and inplenent a plan to achieve security control
obj ectives, and ensure that 1Ais fully integrated into al
phases of their acquisition, upgrade, or nodification prograns,
including initial design, developnent, testing, fielding, and
operation. Further, they shall ensure that A is integrated
into the systens engi neering technical review process in
accordance with reference (xx). [|A requirenents include:

(a) Appointnent of an | AM

(b) Determ nation of a system MAC, m ssion
criticality, and confidentiality |evel; and

(c) Planning and execution of the C&A process per
references (e), (f), and (tt).

(3) Commanders of DON organi zati ons and program nmanagers
shal |l acquire and use National Information Assurance Partnership
eval uated or validated governnent-off-the-shelf or conmercial -
off-the-shelf I A and | A-enabled IT products for all |IT systens
as long as the validated products neet m ssion requirenents, per
reference (f). Al incorporated | A products and | A-enabled IT
products shall conply with the requirenents of reference (yy),
as outlined in reference (f).

(4) The Departnment of the Navy shall acquire COVSEC
products and services to protect classified systens and networks
per references (f) and (zz), as appropriate. The program
executive officer for conmand, control, conmunications,
computers, and intelligence is designated as the central DON
procurenent authority for all DON high assurance COVSBEC and key
managenent infrastructure.

19



SECNAVI NST 5239. 3B
17 June 2009

(5) Commanders of DON organi zati ons and program nmanagers
shal|l include requirenments to protect classified and CU in
contracts and nonitor contractors for conpliance per references

(w) and (aaa).

(6) Commanders of DON organi zations and program nmanagers
shal|l assess the risk of allowing foreign nationals to conpose
code for or access DON i nformation systens and networks, per
references (e), (f), and (u). The result of the risk assessnent
shal | guide access restrictions and security requirenents for
t he contract.

(7) Commanders of DON organi zations shall inplenent
t hose steps necessary to ensure acqui sition nanagers address | A
requi renents for all FISVA-defined National Security Systens
(NSS), per references (a), (e) through (g), and (ww).

h. Operations Security (OPSEC). Conmanders of DON
organi zati ons shall establish an OPSEC program focused on
command i nvol venent, assessnents, surveys, training, education,
vul nerability, threat, resourcing, awareness, and nonitoring in
accordance with reference (bbb).

i. COVBEC

(1) The ability to maintain the confidentiality and
integrity of DON classified information and unclassified
i nformati on that has not been approved for public rel ease during
transm ssion is of paranount inportance for an effective DON
security posture. The Navy and Marine Corps shall protect this
i nformati on through COVSEC neasures and procedures, and conduct
COVBEC nonitoring activities only as necessary and in accordance
with references (zz) and (ccc), to determ ne the degree of
security provided to tel econmuni cati ons and aut onat ed
i nformati on systens.

(2) A and COVBEC nonitoring activities are done only as
necessary to determ ne the degree of security provided to
t el ecommuni cations and DON I T and to aid in countering
vul nerabilities. Comranders of DON organi zati ons shall ensure
t hat such activities are conducted in strict conpliance with
reference (ccc).
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j. Research and Devel opnent. The Departnent of the Navy
shal |l | everage comrercial | A technology in conjunction with
government | A technology to neet future DON requirenments. The
Departnent of the Navy shall deploy | A solutions that support
interoperability and integration of IT activities across the
Departnent of Defense.

8. Responsibilities

a. The DON Cl O shall:

(1) Carry out the A responsibilities assigned by
reference (a) to the head of each Federal agency, and by
reference (b). Accordingly, the DON Cl O shall ensure DON
conpliance with the A requirenents of references (a), (e), and
(f) and related I A policies, procedures, standards, and
gui del i nes.

(2) Report (as required) to the Secretary of the Navy
(SECNAV) | A/ CND i ssues and significant incidents.

(3) Develop information security policies sufficient to
afford security protections comensurate with the risk and
magni tude of the harmresulting from unauthorized discl osure,

di sruption, nodification, or destruction of information
coll ected or maintained by or for the Departnent of the Navy.

(4) Designate a DON SI AO who reports to the DON Cl O on
DON | A policies per section 3544(a)(3) of reference (a).

(5) Designate a DON Deputy SIAO for CND who reports to
the DON Sl AO per references (uu) and (ddd). The DON Deputy SI AO
for CND is responsible for maintaining unified and enhanced DON
CND processes, establishing policy, and providing appropriate
oversi ght of the processes. The DON Deputy SIAO for CND wil |
col l aborate with the ODAAs and representatives of the DON Deputy
Cl O (Navy and Marine Corps) to coordi nate on DAA issues, ensure
consi stent gui dance is provided, and discuss and resol ve probl em
ar eas.

(6) Ensure senior DON officials provide | A protections
for DON i nformati on and i nformati on systens that support
operations and assets. These | A protections include assessnent,
determ ning appropriate levels of IA, inplenenting policies and

21



SECNAVI NST 5239. 3B
17 June 2009

procedures to cost-effectively reduce risks to an acceptabl e
| evel, and periodically testing and evaluating | A controls and
techni ques to ensure effective inplenmentation.

(7) Set DON standards and policy for I A workforce
education, training (including user awareness), certification,
and managenent requirenments comensurate with their respective
responsibilities regarding information and information systens,
and including Internet security and DAA training.

(8) Incorporate A and CND tenets within the DON
i nformati on managenent and I T strategy.

(9) Collaborate the integration of I A requirenments with
DON strategi c and operational planning, and with the DON maj or
system acqui si ti on nanagenent process.

(10) Ensure coordination of I A/CND i ssues with other
mlitary departnents, defense agencies, and the Departnent of
Def ense

(11) Evaluate annually the effectiveness of the DON | A
program per reference (a) and provide input to the DoD CIO for a
col l ective report on information security, as part of the annual
FI SVMA report.

(12) Define and cause to be reported nmetrics to describe
t he adequacy of DON | A/CND efforts.

(13) Coordinate with the DON Auditor General for
recormendations for | A audits and revi ews.

(14) Review | A strategies for major defense acquisition
prograns and mgj or automated information systens per reference
(g) as part of the process for managing IT investnents.

(15) Report periodically, in coordination wth other
senior officials, to the SECNAV on the effectiveness of the DON
| A program including progress on renedial actions.

(16) Ensure conpliance with DoD identity managenent

policy, tinelines, and processes throughout the Departnent of
t he Navy t hrough process synchroni zati on and strategy alignnent.
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(17) Coordinate risk managenent across the Departnent of
t he Navy by bal anci ng threat against systenmidata criticality to
identify and inplenent practical solutions.

(18) Mandate a robust programwi thin the Departnent of
the Navy for vulnerability assessnents, threat nodeling, and
penetration testing, including effective use of red team
exerci ses. Mandate sharing of |essons |earned and best
practices across the Navy and Marine Corps.

b. The DON SI AO shal |

(1) Ensure all enterprise-w de systens conply with
requi renents of applicable DON, DoD, and Federal policies and
mandat es such as references (a), (b), (e), (f), and (tt);

(2) Serve as the single I A coordination point with the
DON Service DAAs for inplenmentation and accreditati on of Joint
or Defense-w de applications on DON enterprise networks or to
DoD conmponent encl aves;

(3) Establish a reporting relationship and ensure
al i gnnent between the Navy and Marine Corps DAAs;

(4) Track the C&A status of information systens that are
governed by the DON I A program via an aut omat ed C&A tool;

(5) Formally delegate certifying authority duties;

(6) Ensure certification quality, capacity, visibility,
and effectiveness;

(7) Facilitate a consistent application of |A policies,
processes, responsibilities, and procedures across the DON;

(8) Ensure communi cation between the DON SI AO, Service-
| evel DAAs, and network operations of the Services;

(9) Establish and enforce the C&A process for
applications residing on DON enterprise networks; and,

(10) Ensure the consistent application of waiver request
standards and processing across DON enterprise networks.
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d. ASN(RD&A) shall:

(1) Issue DON acquisition policies providing
i npl ementation details and procedures to support IA.

(2) Coll aborate the integration of IA requirenents into
acqui sition managenent of all DON acquisition prograns
t hroughout their life cycle per reference (f), and coll aborate
with DON CIOin the integration of A into DON maj or system
acqui sition managenment process.

(3) Maintain a science and technol ogy programin | A, per
reference (a).

e. The Assistant for Admnistration/ Ofice of the Under
Secretary of the Navy (AA/USN) shall:

(1) Function as the DAA for secretariat IT assets.

(2) Set policies and procedures to control access by
foreign nationals to information systens via networks owned or
operated at the SECNAV | evel, per references (e), (f), and (u)
t hrough (aa).

(3) Inplenent standard formats specified in reference
(f) toidentify foreign nationals and contractors in all forns
of conmuni cati ons owned and operated at the SECNAV | evel,
including e-mail, per reference (e).

(4) Require that qualifying IT investnents under the
purvi ew of AA/USN be registered in DI TPR-DON, per references (Q)
and (h), and periodic D TPR-DON gui dance i ssued by the DON Cl O

f. The Chief of Naval Operations and the Commandant of the
Mari ne Corps shall

(1) Ensure the availability, integrity, authentication,
confidentiality, and non-repudiation of information and
i nformati on systens and networ ks supporting their respective
operati ons and assets.

(2) Devel op and inpl enment | A/CND prograns, procedures,

and control techniques sufficient to afford security protections
commensurate wth the risk and magni tude of the harmresulting
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from unaut hori zed di scl osure, disruption, nodification, or
destruction of information collected or maintained by or for
their respective Service. Service |A prograns shall contain the
el ements of a DoD Conponent | A programin reference (f).

(3) Ensure that 1A/CND is practiced throughout the life
cycle of their respective Service |IT assets, including design,
acquisition, installation, operation, upgrade, or replacenent.

(4) Establish and validate Service | A/CND requirenents
and coordinate I A requirenents that cross Service boundaries
with the Joint Staff per reference (e).

(5) Ensure | A/CND costs are budgeted in DON I T prograns
and I T system acquisitions, in accordance with reference (g) and
the annual DON CIO I T policy gui dance nmenorandum

(6) Serve as the resource sponsor for their respective
Servi ce cryptographic requirenents, follow ng the guidelines of
reference (zz), based on DON priorities.

(7) Designate Service DAAs for information systens under
their Service authority and ensure conpliance with the C&A
requi renents per references (e), (f), and (tt).

(8) Require that qualifying Service | T systens be
registered in DITPR DON, per references (g) and (h), and
periodi ¢ DI TPR DON gui dance issued by the DON Cl O

(9) ldentify, train, and certify all personnel
performng I A functions, regardless of job series or mlitary
speci alty.

(a) Inplenment DoD | A awareness training. Ensure al
aut hori zed users of DON information systens and networks receive
initial I A awareness orientation, |ocated on the Navy Know edge
Online Wb site, as a condition of access, and, thereafter,
conpl ete annual refresher training to nmaintain | A awar eness.

(b) Monitor and report workforce | A training and
wor kf orce status to the DON CIO to neet DoD reporting
requi renents and the annual FI SMA Report. Maintain supporting
records to include the nmethodol ogy and processes used to
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identify and track the I A workforce; and use, to the extent
possi bl e, existing databases and tools to satisfy these IA
reporting requirenents.

(c) Develop A training to be consistent with the
m ni mum st andards published in references (nm) and (n), as
applicable, to specific job roles and functi ons.

(d) Ensure training organizations include
appropriate 1A content in professional mlitary education to
devel op | eadershi p understanding of the critical inportance of
| Ato the successful execution of the DON m ssion.

(10) Set policies and procedures to control access by
foreign nationals to DON owned cl assified and uncl assified
i nformati on, and DON-owned and operated | ocal area networks and
informati on assets, consistent with references (e), (f), and (u)
t hrough (aa).

(11) Inplenent standard formats specified in reference
(f) to identify foreign nationals and contractors in all forns
of conmuni cati ons owned or operated by their respective Service,
including e-mail, per reference (e).

(12) Provide for IAvulnerability assessnent,
vul nerability mtigation, and incident response and reporting in
accordance with references (f), (o), (hh), and (ii).

(13) Mandate red and bl ue t eam operations within Service
organi zations. Ensure results are reported to the Service DAAs,
DON Deputy Cl Gs, and DON Cl O

(14) Review their Service |A/CND status annually to
ensure it is fully consistent with the DON I A policy. Report
t hese findings to the DON Cl O

(15) Ensure DON CIOis provided, within 3 working days,
a copy of all formal reports of security incidents and anal yses
reported via the operational chain of comand.

(16) Ensure the efficient and effective use of identity

managenent capabilities and inplenentation (CAC, PKI, and
bi onetrics) for their service.
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(a) Ensure any procurenment of user identity snart
card technol ogy, other than the CAC, has DON Cl O revi ew and
approval, and confornms to requirenents established by references
(j) and (k).

(b) Ensure all Service information systens,
i ncludi ng networks, e-mail, and Wb servers are properly Public
Key ( PK)-enabl ed, including the use of secondary access controls
to enforce need to know and data segregation requirenents where
appropri ate.

1. Enforce digital signature of all DON
originated e-mail nessages which require nessage integrity and

non-r epudi ati on.

2. Enforce encryption of all e-mail or Wb
server transactions containing CU or sensitive information

(c) Ensure all new acquisitions or upgrades of
el ectronic bionetric collection systems used within their
respective Service conformto the Federal and DoD el ectronic
bi ometric transm ssion specification per reference (qqQ).

(17) Ensure the Service DAAs report to the DON Cl O any
critical issues that inpact network security, including results
of red teamactivity analysis on DON networks.

(18) Notify the General Counsel of the Navy of actions
taken to notify users of official DON tel ecommuni cati ons systens
and I T, that such systens are subject to COVSEC nonitoring at
all times and that use of such systens constitutes consent to
COVBEC nonitoring, in accordance with reference (ccc).

g. The Director, NC S, shall

(1) Conduct all investigations regarding operations,
proactive prograns, and rel ated anal yses of cyber incidents and
targeting involving DON I T assets.

(2) Collect, track, and report threats to DON I T assets
and dissemnate this information to other |aw enforcenent
agenci es, Departnent of Defense, Departnent of the Navy, DON
Cl O and other national agencies, as needed.
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(3) Conduct cyber-related crimnal investigations
regarding root |level intrusions, user |evel intrusions, denial
of service, malicious logic incidents, and aforenenti oned
suspected incidents (Categories 1, 2, 4, and 7). Provide
recommendat i ons based on anal ysis of forensics to the DON ClI O
for incorporation into potential |A/ CND policy

(4) Investigate fraud, waste, abuse, and other crim nal
vi ol ations involving DON IT.

(5) Maintain a staff skilled in the investigation of
conputer crine. The staff should be sufficient in size to
handl e nultiple major incidents and respond to increasing
demands of the Departnent of the Navy.

9. Action. Al DON comrands, activities, and organi zations

shal | inplenent this policy.

10. Records Managenent. Records created as a result of this
instruction, regardless of nedia and format, shall be managed in
accordance with reference (jj).

11. Reports. The reports referred to in this instruction are
exenpt fromreports controlled by SECNAV Manual 5214.1.

O

ERT'O WOR
Under Secretary of the Navy

Di stribution:
El ectronic only, via Departnent of the Navy |ssuances Wb site
http://doni.daps.dla. ml/
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Definitions

Standard definitions are contained in references (c) through

(9).

O her and expanded definitions:

1. Conputer Network Defense (CND). Actions taken to protect,
nmoni tor, anal yze, detect and respond to unauthorized activity
wi thin DoD information systens and conputer networks. NOTE:
The unaut hori zed activity may include disruption, denial,
degradati on, destruction, exploitation or access to conputer
networks, information systens or their contents or theft of
information. CND protection activity enploys | A protection
activity and includes deliberate actions taken to nodify an
assurance configuration or condition in response to a CND al ert
or threat information. Mnitoring, analysis, detection
activities, including trend and pattern analysis, are perforned
by multiple disciplines within the Departnent of Defense, e.g.,
net wor k operations, CND services, intelligence,
counterintelligence and | aw enforcenent. CND response can

i ncl ude recomrendati ons or actions by network operations
(including IA), restoration priorities, |aw enforcenent,
mlitary forces and other US Governnment agencies. (Reference

(99))

2. Confidentiality Level. Applicable to DoD information
systens, the confidentiality level is primarily used to
establish acceptabl e access factors, such as requirenents for

i ndi vi dual security clearances or background investigations,
access approvals, and “need-to-know’ determ nations;

i nterconnection controls and approvals; and acceptabl e net hods
by which users nmay access the system (e.g., intranet, Internet,
wireless). The Departnent of Defense has three defined
confidentiality levels: <classified, sensitive, and public.
(Reference (f))

3. Contingency Plan (CP). CPs describe the interimneasures
used to recover and restore I T systens and service operations
foll ow ng an emergency or systemdisruption. (Reference (rr))

4. Controlled Unclassified Information (CU). Unclassified
informati on that does not neet the standards for Nati onal
Security C assification under Executive Order 12958, as anended,
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but is pertinent to the national interests of the United States
or to the inportant interest of entities outside the U S

Federal Governnent, and under |law or policy, requires protection
from unaut hori zed di scl osure, special handling safeguards, or
prescribed Iimts on exchange or dissemnation. CU is a generic
termfor unclassified information that requires protection,

saf eguar di ng, and access/di ssem nation control because it is
required to be withheld from public disclosure. The term*“CU”
itself is not a new marking. The proposed new Federal narking
and di ssem nation framework (aka CU Franework) w il replace

exi sting unclassified markings (e.g., For Oficial Use Only
(FOUO)) with new, standard CU nmarkings. Types of CU include:

a. Pl Information about an individual that identifies,
relates, or is unique to, or describes himor her (e.g., social
security nunber, age, mlitary rank, civilian grade, marital
status, race, salary, hone/office phone nunbers, nother’s nai den
name, bionetric, personal, nedical, financial, and ot her
denogr aphi ¢ data, including any other personal information which
is linked or linkable to a specified individual). (Reference

(cc))

b. FQUO. In accordance with DoD 5400. 7- R of 4 Septenber
1998, DoD information exenpted from mandat ory public disclosure
under the Freedom of Information Act.

c. DoD Unclassified Controlled Nuclear |nformation.
Uncl assified information on security measures (including
security plans, procedures, and equi pnent) for the physical
protection of DoD special nuclear material, equipnment, or
facilities in accordance with DoD Directive 5210.83 of 15
Novenber 1991.

d. Unclassified Technical Data. Data that is not
classified but is subject to export control and is withheld from
public disclosure according to DoD Directive 5230.25 of 6
Novenber 1984.

e. National Allied Treaty Organi zati on (NATO or Foreign
Governnent RESTRI CTED I nformation. Information originated by
NATO or foreign government that is not classified, but requires
protection per reference (x).
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f. Departnment of State Sensitive But Unclassified (DoS
SBU). Information that originated fromthe DoS that has been
determ ned to be SBU under appropriate DoS information security
pol i ces.

g. National Geospatial-Intelligence Agency (NGA) LIMTED
DI STRIBUTION I nformation. A caveat used by the NGA to identify
a select group of sensitive but unclassified inmagery or
geospatial information, and data created or distributed by NGA
or information, data, and products derived from such
i nformation.

h. Drug Enforcenent Admi nistration (DEA) Sensitive
Information. Information that is originated by DEA and requires
protection agai nst unauthorized disclosure to protect sources
and nmet hods of investigative activity, evidence, and the
integrity of pretrial investigative reports.

5. Data at Rest (DAR). Refers to all data in conputer storage
whil e excluding data that is traversing a network (data in
transit) or tenporarily residing in conputer nmenory to be read
or updated. DAR can be archival or reference files that are
changed rarely or never, or data that is subject to regular but
not constant change.

6. Defense-in-Depth/Defense-in-Breadth

a. Defense-in-Depth. The DoD approach for establishing an
adequate | A posture in a shared risk environnent that allows for
shared mtigation through: the integration of people,

t echnol ogy and operations; the layering of I A solutions within
and anong I T assets; and the selection of | A solutions based on
their relative |level of robustness. This approach takes the
strategic, organization-w de approach, considers the total life
cycle of DONIT, and integrates people, technology, and
operations to establish variable barriers across nultiple | ayers
and di mensi ons of networks. (Reference (e))

b. Defense-in-Breadth. To mtigate risk fromthe supply
chain, a conprehensive information security strategy should be
consi dered that enploys a strategic, organization-w de
def ense-in-breadth approach. A defense-in-breadth approach
hel ps to protect information systenms (including the IT
products that conpose those systens) throughout the system
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devel opnment |ife cycle (i.e., during design and devel opnent,
manuf act uri ng, packagi ng, assenbly, distribution, system

i ntegration, operations, maintenance, and retirement). This
is acconplished by the identification, managenent, and
elimnation of vulnerabilities at each phase of the life cycle
and the use of conplenentary, nutually reinforcing strategies
to mtigate risk.

8. Denilitarized Zone (DMZ). Perimeter network that adds an
extra |layer of protection between internal and external networks
by enforcing the internal network's I A policy for externa

i nformati on exchange. A DMZ, also called a "screened subnet,”
provi des external, untrusted sources with restricted access to
rel easable informati on while shielding the internal networks
fromoutside attacks. (Reference (f))

9. Designated Accrediting Authority (DAA). The official with

the authority to formally assune responsibility for operating a
system at an acceptable level of risk. This termis synonynous
wi th “desi gnated approval authority” and “del egated accrediting
authority.” (Reference (tt))

10. dobal Information Gid (@ G. dobally interconnected,
end-to-end set of information capabilities, associated
processes, and personnel for collecting, processing, storing,
di ssem nating, and managi ng i nformation on demand to
warfighters, policy makers, and support personnel. The GG

i ncludes all owned and | eased comruni cati ons and conputi ng
systens and services, software (including applications), data,
security services, and other associ ated services necessary to
achieve informati on superiority. It also includes NSS as
defined in section 5142 of the Cinger-Cohen Act of 1996. The
A G supports all DoD, national security, and rel ated
intelligence community mssions and functions (strategic,
operational, tactical, and business) in war and in peace. The
G G provides capabilities fromall operating |ocations (bases,
posts, canps, stations, facilities, nobile platforns, and

depl oyed sites). The A G provides interfaces to coalition,
allied, and non-DoD users and systems. Non-@ G IT is stand-

al one, self-contained, or enbedded IT that is not or wll not be
connected to the enterprise network. The G G includes any
system equi pnent, software, or service that neets one or nore
of the following criteria: (Reference (f))
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a. Transmts information to, receives information from
routes information anong, or interchanges information anong
ot her equi pnent, software, and services.

b. Provides retention, organization, visualization, |IA or
di sposition of data, information, and/or know edge received from
or transmtted to other equipnent, software, and services.

c. Processes data or information for use by other
equi pnent, software, and services.

11. Information Assurance Manager (I AM. The i ndividual
responsible for the I A programof a DoD information system or
organi zation. While the term“information assurance manager” is
favored within the Departnent of Defense, it may be used

i nterchangeably with the Atitle “information systens security
manager.” (Reference (f))

12. Information Assurance Oficer. An individual responsible
to the | AM for ensuring the appropriate operational |A posture
is maintained for a DoD information system or organization.
Wiile the term®“informati on assurance officer” is favored within
the Departnment of Defense, it may be used interchangeably wth
other TAtitles, e.g. “informati on systens officer,” or
“termnal area security officer.” (Reference (f))

13. Information Operations Condition (INFOCON). INFOCON is a
def ense posture and response system for DoD i nformati on systens
and networks. Note: |INFOCON |evels are: | NFOCON 5- Nor nmal
readi ness procedures; INFOCON 4 — Increased mlitary vigilance
procedures; I NFOCON 3 — Enhanced readi ness procedures; |NFOCON 2
— Greater readi ness procedures; and | NFOCON 1 — Maxi num

readi ness procedures. (Reference (ss))

14. Interconnection Security Agreenent. Witten managenent

aut hori zation to interconnect agreenent information systens
based upon acceptance of risk and inplenentation of established
controls. (Reference (c))

15. M ssion Assurance Category (MAC). Applicable to DoD
information systens, the MACreflects the inportance of
information relative to the achi evenent of DoD goal s and

obj ectives, particularly the warfighters’ conbat m ssion. MACs
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are primarily used to determ ne the requirenents for
availability and integrity. The Departnent of Defense has three
defined MACs: (Reference (f))

a. MAC I. Systens handling information that is determ ned
to be vital to the operational readi ness or m ssion
effecti veness of deployed and contingency forces in terns of
both content and tineliness. The consequences of |oss of
integrity or availability of a MAC | system are unacceptabl e and
could include the i medi ate and sustai ned | oss of m ssion
effectiveness. MAC | systens require the nost stringent
protection nmeasures.

b. MACII. Systens handling information that is inportant
to the support of deployed and contingency forces. The
consequences of loss of integrity are unacceptable. Loss of
availability is difficult to deal with and can only be tol erated
for a short tinme. The consequences coul d include delay or
degradation in providing inportant support services or
commodities that may seriously inpact mssion effectiveness or
operational readiness. MAC Il systens require additional
saf eguar ds beyond best practices to ensure assurance.

c. MCIII. Systens handling information that is
necessary for the conduct of day-to-day business, but does
not materially affect support to depl oyed or contingency
forces in the short-term The consequences of |oss of
integrity or availability can be tolerated or overcone
w thout significant inmpacts on m ssion effectiveness or
operational readiness. The consequences could include the
del ay or degradation of services or commobdities enabling
routine activities. MAC III systens require protective
measures, techniques or procedures generally comrensurate
w th comrercial best practices.

16. Mssion Critical Information System A systemthat neets
the definitions of "information system and "national security
system” the | oss of which would cause the stoppage of
war fi ghter operations or direct mssion support of warfighter
operations. (Note: The designation of mssion critical shal
be made by a conponent head, a conbatant commander, or their
designee. A financial managenent |IT system shall be consi dered
a mssion-critical IT systemas defined by the Under Secretary
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of Defense — Conptroller (USD(Conptroller)). A "M ssion-
Critical Information Technol ogy Systemi has the sane neani ng as
a "Mssion-Critical Information System") (Reference (w))

17. Mssion Essential Infornmation System A systemthat neets
the definition of "information systenf, that the acquiring
conmponent head or designee determnes is basic and necessary for
t he acconplishnment of the organizational mssion. (Note: The
designation of mssion essential shall be nmade by a conponent
head, a conbatant commander, or their designee. A financia
managenent | T system shall be considered a m ssion-essential IT
system as defined by the USD(Conptroller). A "M ssion-Essential
I nformati on Technol ogy System’ has the sane neaning as a

"M ssion-Essential Information System") (Reference (ww))

18. National Security System (NSS). Any information system

(i ncluding any tel ecommuni cati ons system used or operated by an
agency or by a contractor of any agency, or other organization
on behal f of an agency, the function, operation, or use of

whi ch:

a. Involves intelligence activities;

b. Involves cryptologic activities related to nationa
security;

c. Involves command and control of mlitary forces; and

d. Involves equipnent that is an integral part of a

weapon or weapon system or is critical to the direct
fulfillment of mlitary; or intelligence mssions; or is
protected at all tines by procedures established for
informati on that have been specifically authorized under
criteria established by an Executive order or an Act of
Congress to be kept classified in the interest of nationa
defense or foreign policy. Does not include a systemthat is
to be used for routine adm nistrative and busi ness
applications (including payroll, finance, |ogistics, and
per sonnel managenent applications). Reference (c) quoting
section 3542 of title 44, U S. Code, FISMA of 2002.

19. Qperations Security (OPSEC). Systematic and proven process
by which potential adversaries can be denied information about
capabilities and intentions by identifying, controlling, and
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protecting generally unclassified evidence of the planning and
execution of sensitive activities. The process involves five
steps: 1) identification of critical information, 2) analysis
of threats, 3) analysis of vulnerabilities, 4) assessnent of

ri sks, and 5) application of appropriate countermnmeasures.
(Reference (c))

20. Personal Identifiable Information (PI1). Any information
about an individual maintained by an agency, including, but not
limted to, education, financial transactions, nedical history,
and crimnal or enploynent history, and information which can be
used to distinguish or trace an individual’s identity, such as
their nanme, social security nunber, date and place of birth,

not her’ s mai den nane, bionetric records, etc., including any

ot her personal information which is linked or linkable to an

i ndividual. (Reference (q))

21. PlatformIT. PlatformIT refers to conputer resources,
bot h hardware and software, that are physically part of,

dedi cated to, or essential in real tinme to the m ssion
performance of special purpose systens including, but not
limted to, weapons, training sinmulators, diagnostic test and
mai nt enance equi pnent, calibration equi pnent, equi pnent used in
the research and devel opnment of weapons systens, nedical

t echnol ogi es, transport vehicles, buildings, and utility

di stribution systens such as water and electricity. (Reference

(f))

22. PlatformIT Interconnection. For DoD I A purposes, platform
| T interconnection refers to network access to platformlIT.
Platform I T interconnection has readily identifiable security
consi derations and needs that nust be addressed in both

acqui sition and operations. Exanples of platformlIT

i nterconnections that inpose security considerations include:
comuni cations interfaces for data exchanges wi th enclaves for

m ssion planning or execution, renote adm nistration, and renote
upgrade or reconfiguration. (Reference (f))

23. Public Key Infrastructure (PKI). Franework established to
i ssue, maintain, and revoke PK certificates accommpdating a
variety of security technol ogies, including the use of software.
(Reference (c))
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24. Renpte Access. Encl ave-level access for authorized users
external to the enclave that is established through a controlled
access point (e.g., a renote access server or communi cations
server) at the enclave boundary. (Reference (f))

25. Senior Information Assurance Oficer (SIAQ. The officia
responsi bl e for directing an organi zation’s | A program on behal f
of the organization’s CIO. (Reference (tt))
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ACRONYMS

AA/ USN Assistant for Admnistration/Ofice of the Under
Secretary of the Navy

Al S Aut omat ed I nformati on System

ASN( RD&A) Assi stant Secretary of the Navy (Research
Devel opnment and Acqui sition)

ATO Aut hori zation to Operate

C&A Certification and Accreditation

CAC Conmon Access Card

clo Chief Information Oficer

CND Comput er Net wor k Def ense

CNSS Comm ttee on National Security Systens

COVSEC Communi cations Security

CP Conti ngency Pl an

CUI Control |l ed Uncl assified Information

DAA Desi gnated Accrediting Authority

DAR Dat a at Rest

DEA Drug Enforcenment Adm nistration

DI TPR- DON DoD I nformati on Technol ogy Portfolio Repository-
Departnent of the Navy

DV Def ense Messagi ng System

Dwvz Demilitarized Zone

DoD Depart nent of Defense

DON Depart ment of the Navy

DoS Departnent of State

FI PS Federal Information Processing Standard

FI SVA Federal Information Security Managenent Act

FQOUO For Oficial Use Only

GCCS G obal Conmmand and Control System

GG G obal Information Gid

H PS Host I ntrusion Prevention System

HSPD Honel and Security Presidential D rective

I A I nformati on Assurance

| AM I nf ormati on Assurance Manager

| ATO I nterimAuthorization to Operate

| AVM I nformati on Assurance Vul nerability
Management

| DS/ | PS Intrusion Detection System Intrusion Protection
System

| NFOCON I nformati on Operations Condition

| T I nformati on Technol ogy

JTF GNO Joi nt Task Force-d obal Network Operations
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JW CS

MAC
MAI S
MCNGSC

NATO
NCDOC
NCI S
NGA

NI PRNet
NI ST
NSA
NSS
NSTI SSP

CDAA
ovB
OPSEC
Pl |

PK

PKI
POASM
SBU
SECNAV

SECNAVI NST

SI AO
S| PRNet
SSIC

USSTRATCOM

VPN
W Fi
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Joint Worldw de Intelligence Comruni cations
System

M ssi on Assurance Category

Maj or Acquisition Information System

Mari ne Corps Network Operations and Security
Cent er

National Allied Treaty Organization

Navy Cyber Defense Operations Conmmand

Naval Crimnal Investigative Service
Nat i onal Geospatial-Intelligence Agency
Non-Cl assified Internet Protocol Router Network
Nati onal Institute of Standards and Technol ogy
Nat i onal Security Agency

Nati onal Security Systens

Nati onal Security Tel econmuni cations and
Informati on Systens Security Policy
Oper ati onal Designated Accrediting Authority
O fice of Managenent and Budget

Operations Security

Personal ly Identifiable Informtion

Publ i ¢ Key

Public Key Infrastructure

Pl an of Action and M I estones

Sensitive But Unclassified

Secretary of the Navy

Secretary of the Navy Instruction

Seni or Information Assurance O ficer

Secret Internet Protocol Router Network

St andard Subj ect ldentification Code

U S. Strategic Conmand

Virtual Private Network

Public Wreless Fidelity
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